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Abstract

This document fulfills Task 1 (T1) from the plan van aanpak (PvA). We identify and describe best
practices that, if implemented by DNS operators, bring about resilience for authoritative nameservers.
These best practices will be used as a starting point in a later task, in which we investigate the extent to
which these best practices are currently adhered to by operators of DNS infrastructure associated with
governmental services and therefore vitally important to the Netherlands society.
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1
Introduction

The Internet Domain Name System (DNS) [1] is one of the core services on the Internet. It maps servers,
resources, and services to IP addresses. Every web page visit requires a series of DNS queries, and
large-scale DNS failures can have global, cascading effects. DNS-related incidents can make the front
pages of prominent news outlets, as in the case of denial-of-service (DDoS) attack agains Dyn DNS in
2016. In this particular incident, the Mirai botnet [2] was used to overload the Authoritative servers of
Dyn, compromising the reachability of various proeminent websites, such as Netlifx, Spotify, Reddit
and the New York times [3].

2



2
Background

We provide brief background information here on the DNS and its components to help put some of the
best practices that we later identify in context.

2.1. Types of DNS servers
The DNS is a distributed and hierarchical system. It can be seen as a distributed database, in which
the management and operation of parts of that database can be delegated for technical and adminis-
trative scalability. In general terms, the DNS involves two types of servers, as we show in Figure 2.1.
Authoritative DNS servers, which are the focus of this work and in green in the figure, are servers
that are – as the name suggests – authoritative for a part of the global DNS hierarchy. These servers
know the contents they are responsible for from memory [4]. As an example, ns1.dns.nl is one of the
authoritative servers for the .nl zone. This server knows where to find other authoritative servers that
are responsible for smaller parts of the .nl zone, i.e., domain names further down the DNS hierarchy.

DNS resolvers, in turn (salmon color in Figure 2.1), are servers that, on behalf and users and
applications, perform the task of looking up information in the DNS. As an example task, consider
resolving a domain name to an IP address. Because of the hierarchical approach, such resolvers
recursively query the DNS. That is, they potentially reach out to authoritatives in various layers of the
DNS hierarchy.

As a concrete example, if a user (shown as stub in the figure) wants to visit wikipedia.org in
their browser, she first needs to use one of her DNS resolvers to retrieve the IP address of this domain
name. The resolver, in turn, will attempt to resolve the domain and ultimately obtain a response from

Clients

Recursives/forwarders
(1st level

e.g.: modem)

Recursives
(nth level)

e.g: ISP resolv.

Authoritative
Servers

Client
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CRna

... Rnn
CRnb
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... ATn

Figure 2.1: Relationship between clients (yellow), recursive resolvers (red) with their caches (blue), and authoritative servers
(green).
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Figure 2.2: Root DNS structure, terminology, and mechanisms in use at each level.

the authoritative DNS server for wikipedia.org (ns[1-3].wikimedia.org), which will then send the
requested IP address back to the user.

2.2. Authoritative DNS servers setup and redundancy
Any DNS zone (such as example.org) must be configured with authoritative DNS servers, which are
the servers that can respond DNS queries from resolvers. These authoritative servers are defined in
so-called NS records [1] in the DNS.

Replication of a DNS service is important to support high reliability and capacity and to reduce
latency. The DNS has two complementary mechanisms to replicate service. First, the protocol itself
supports nameserver replication of DNS service for a zone, by supporting multiple NS records for a given
zone. Figure 2.2 shows the setup of the Root DNS zone (.), which has 13 authoritative DNS servers
([a-m].root-servers.net.). Each of these NS records have their own IPv4 and IPv6 addresses,
defined as A and AAAA resource records.

Second, each of these authoritative servers can run in multiple physical locations while using IP
anycast [5, 6]. This is different from the aforementioned replication through multiple NS records, because
in the anycast case the same IP address is shared between physical locations, while the Internet routing
(BGP) is leveraged to direct clients to the nearest anycast site. Note that a combination between both
mechanisms – multiple nameservers and multiple physical locations for each nameserver – is also
possible.

Nameserver replication is recommended for all zones, and IP anycast is used by most large zones
such as the DNS Root and most top-level domains [7, 8]. IP anycast is also widely used by public resolvers,
which are DNS resolvers that are open for use by anyone on the Internet. As examples, consider Google
Public DNS [9], OpenDNS [10], Quad9 [11], and 1.1.1.1 [12]. In the root zone (Figure 2.2), we show
that K-ROOT, one of the root authoritative servers ran by RIPE NCC, has 75 anycast sites (Sn). BGP [13]
then maps the IPv4 and IPv6 clients to individual sites and, in this way, a DDoS attacks can have limited
effect by overwhelming some of the sites while leaving others active [8].

Finally, the last level of replication is per anycast site, in which each site can have multiple servers
behind a load balancers (rn) in Figure 2.2. (Unicast servers can also have load balancers, but they have
a single site).

1.1.1.1


3
Best Practices

In the section we present best-practices on how to configure DNS authoritative servers. It summarizes
the conclusions from these research efforts and offers specific, tangible advice to operators when
configuring authoritative DNS servers.

We divide the best practices into three categories: critical and recommended, and immeasurable. Critical
(§3.1) refers to practices that are a must to overcome single points-of-failure (SPoF) – analogous to “don’t
put all your eggs in the same basket”. Single points-of-failure cause total unreachability of domain
names when they fail.

The second category of best practices are recommended (§3.2), which means that they help to improve
the resilience of DNS, but not following them does not lead to single points-of-failure.

The last category are best practices that we consider out-of-scope of this study (§3.2). There are
practices that cannot be measured using traditional Internet Measurements (layer 3 and above), such as
physical and link layer practices. We however list them given their importance, although we cannot
access them in this study.

We note that following these practices may imply more financial costs. For example, hosting
authoritative DNS servers on multiple Autonomous Systems may cost more than hosting on a single AS.
We, however, do not take costs into consideration, but will mention where they could be significantly
higher.

These best practices concern availablity of a DNS zone and not its integrity. In this sense, we focus on
metrics and properties that could improve the dependability and availablity of authoritative servers.
We do not, however, focus on best practices not related to availablity, such as use of DNSSEC [14] that
guarantees DNS messages authenticity and integrity and best pratices to reduce latency between clients
and authoritative servers (performance).

example.nl
NS Records
ns1.example.nl
ns2.example.com

A record
192.168.1.1

A record
10.0.0.1

AS 1234

AS 456

Figure 3.1: Example to illustate best practices for an example domain name (example.nl)
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Metric Description/Reference Value
nNSes Number of NS records for a zone/[15] >=2
nIP(NSv4) Number of Unique IP addresses for NSes

(IPv4) [15]
>=2

nIP(NSv6) Number of Unique IP addresses for NSes
(IPv6) [15]

>=2

ResponsiveNSesV4 All authoritative servers are responsive for the
domain/[16]

True

ResponsiveNSesV6 All authoritative servers are responsive for the
domain/[16]

True

nPrefixes(NSv4) Number of unique BGP prefixes for NSes
(IPv4/[17])

>=2

nPrefixes(NSv6) Number of unique BGP prefixes for NSes
(IPv6)/[17])

>=2

nAses(NSv4) Number of unique ASes for NSes (IPv4) [18] >=2
nASes(NSv6) Number of unique ASes for NSes (IPv6) [18] >=2
nGeoDiverseNSes Number of NS distinct geographical locations

[17]
>=2

Table 3.1: Critical Best Practices Metrics

3.1. Critical Best Practices
Table 3.1 summarizes the critical best practices for authoritative DNS servers operators. We define each
practice as individual metrics, which will use in the second phase of this study – to measure them for
the websites related to the Government of the Netherlands.

Next we expand of each individual metric and practice. For that, we use the example show in
Figure 3.1, for a sample DNS zone: example.nl.

3.1.1. nNSes: number of NS records for a zone
Description: each domain name is required to have at least two authoriative DNS servers [15],

i.e., , two distinct NS records, in order to guarantee some level of redundancy, as having a single NS
would be a single point of failure. In our example from Figure 3.1, this is shown by having two NS
records: ns1.example.nl and ns2.example.com. Each NS record, in turn, may be ran by a different
organization and using IP anycast, which provides extra redundancy (§3.2.5).

Reference: this best practice has been proposed on the original DNS standard [15], so we do not
expect to find many domains names that do not follow it.

How to measure it: A dig command line tool equivalent of: dig ns $domain_name

3.1.2. nIP(NSv4): number of unique IP addresses for all NSes
Description: This metric consists in determing how many unique IPv4 addresses host the authoritative

DNS servers. In our Figure 3.1, that would be the number of unique IPv4 addresses assocaited with
both NS records (ns1.example.nl and ns2.example.com).

Notice that a single domain may have multiple NS records (fullfiling in this way, the §3.1.1).
However, all of these NS records may have the same A records (for example, all pointing to 192.168.1.1,
which would still create a single point of failure. Thus, the metric from §3.1.1, if analyzed alone, could
provide a false sense of security.

Reference: This best practice is document on RFC2182 [17].

How to measure it: For each NS record, retrieve its A record(s) that must be publicly routable, i.e., ,
valid and reachable IP address space. Then, count the number of unique records for all.
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3.1.3. nIP(NSv6): number of unique IP addresses for all NSes
Description: Same as in §3.1.2, except it measures AAAA records (IPv6) instead of A records (IPv4).

3.1.4. ResponsiveNSesV4 :All authoritative servers are responsive for the domain
Description: In our example domain in Figure 3.1, a registrant (who owns the domain) sets two NS

records for its domain (ns1.example.nl and ns2.example.com). However, these servers may not be
active, may be not be authoritative for the zone in question (referred to as lame delegation [16]), and
ultimately may not been able to provide authoritative information for the domain.

For example, if a user would ask data about Japan’s DNS zone .jp to a .nl authoritative server
(e.g., : dig ns example.jp @ns1.dns.nl), the .nl would refuse to answer the question, indicating the
NL server is not authoritative for .jp.

Reference: Lame delegations are defined in RFC1713 [16] and evaluated in [19].

How to measure it: This involve a series of steps.

1. Get the IP addresses of all NS records
2. For each address, send a SOA query or A or NS query about the domain name in question. If the

response is OK (RCODE=0 [1]), then the server is properly configured. If not, then the server has
an issue.

3.1.5. ResponsiveNSesV6 :All authoritative servers are responsive for the domain
Same as §3.1.4, except for IPv6 addresses.

3.1.6. nPrefixes(NSv4) Number of unique BGP prefixes for NSes (IPv4)
Description: IP addresses are announced on the Internet in blocks called “BGP prefixes” [20]. These

prefix announcements contain information that help routers determine where address space can be
reached. For example, suppose a telecom company announces a IP block address 192.168.0.0/24 (which
covers 256 /32 addresses). This annoucement is received by neighboring routers, which propagate it
even further.

For resilence, it is better to have, for a given DNS zone, distinct prefixes for all IP addresses of the NS
records. This provides some isolation in case one of the route announcements experiences issues.

In our example in Figure 3.1, we see two addresses that likely belong to two different prefixes.

Reference: This falls in the category of having dissimilar infrastructure of authoritative servers. This
is defined in [17].

How to measure it: For that, we have to analyze BGP prefix announcements in public sources of BGP
data, such as RIPE RIS [21] and RouteViews [22]. To measure it, we must:

1. Get the IP addresses of all NS records
2. Determine which prefix announcements cover these addresses
3. Count the number of unique prefixes

3.1.7. nPrefixes(NSv6) Number of unique BGP prefixes for NSes (IPv4)
Same as §3.1.6, except for IPv6.

3.1.8. nAses(NSv4): Number of unique ASes for NSes (IPv4)
Description: As discussed in §3.1.6, IP addresses are announced in BGP using prefixes. This an-

noucement also contains what Autonomous Systems(ASes) are in the path to the prefix, and its origin AS.
Ultimately, it’s the origin AS that hosts the IP addresses in questions.
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Metric Description/Ref. Value
nTLDs Use more than one TLD for NS records/[18] 2
NS TTL TTL values of NS records/[25, 26, 27] >=3600s
A(NS) TTL TTL values for A (NS) records[25, 26, 27] >=1800s
AAAA(NS) TTL TTL values for AAAA (NS) records[25, 26, 27] >=1800s
nAnycastIPv4 Number of Anycast Auth Servers IPv4/[8] >=1
nAnycastIPv6 Number of Anycast Auth Servers IPv6/[8] >=1

Table 3.2: Recommended Best Practices Metrics

To improve resilience, it is recommended to have the IP addresses of your authoriative server in
more than one AS, to avoid single points of failure if something goes wrong with a particular AS.

Reference: This falls in category of having dissimilar infrastructure of authoritative servers. This is
defined in [17].

How to measure it: For that, we have to analyze BGP route announcements from public sources, such
as RIPE RIS [21] and RouteViews [22].

1. Get the IP addresses of all NS records
2. Determine which announced prefixes cover the addresses
3. Determine what origin AS announces the BGP prefix
4. Count the number of unique origin ASes

3.1.9. nAses(NSv6): Number of unique ASes for NSes (IPv4)
Same as §3.1.8, except for IPv6 addresses.

3.1.10. nGeoDiverseNSes: Number of NS distinct geographical locations
Description: Authoritative nameservers shoud be placed in different geographical location in order

to avoid that a physical disaster in a location (e.g. fire) can affect all the servers.

To improve resilience, it is recommended to put the nameservers in different cities.

Reference: RFC2182 [17] states that secondary servers should be at geographically distant locations.

How to measure it: For that, we have to analyze IP geolocation databases such as Maxmind [23] or
run active measurements to identify locations using RIPE Atlas [24].

3.2. Recommended Best Practices
Table 3.2 summarized the recommended best practices. Recommended refers to practices that improve the
dependability of the DNS, but not following them does not lead to a single point-of-failure, which, in
turn would imply total unreachability.

Next we expand these recommended best practices.

3.2.1. nTLDs: number of unique TLDs used in the NS records
Description: this metric refers to the number of top-level domains (TLDs) used in the NS records. In

the example of Figure 3.1, we see that the two NS records user different TLDs: .com and .nl. That means
is one of these two TLDs would become unreachable, the example.nl zone could still be reachable via
the .nl TLD.

Similarly, the criticial domain digid.nl has 4 NS records, from four different TLDs: .nl, .eu, .org,
and .com.

Note that if resolvers do not already have NS records for example.nl, then the .nl authoritative
servers must be reachable.

digid.nl
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Another solution is to provide glue records for all the NS records, in that case the domain will use
in-bailiwick records that will require only the .nl TLD to be reachable.

Reference: This practice has been long been known by the community, and is also documented by
[18].

How to measure it: extract all NS records for a given domain, and count the distinct number of TLDs.

Caveat: note that many TLDs share the same DNS infrastructure, so one has to choose carefully
which TLDs to host. For example, .com and .net use the same infrastructure, and are run by a single
company (Verisign).

3.2.2. NS TTL value
Description: DNS record, such as the NS records in Figure 3.1, always have a time-to-live field (TTL),

which tells DNS resolvers the maximum time the DNS responses should be kept in the DNS cache of the
servers. DNS caches, as CRn in Figure 2.1, are the cornerstone of DNS performance [25, 26, 27]: having
a cached response drastically reduces the response time to clients. Moreover, in case of DDoS attacks,
having longer TTLs (say minimum an hour) would allow clients behind resolvers with hot caches to still
be able to reach the destination website, even though the DNS authoritative servers may be completely
unreachable. Caching can therefore be seen as a ephemeral resilience.

Given these considerations, the proper choice for a TTL depends in part on multiple external factors
– no single recommendation is appropriate for all scenarios. Organizations must weigh these trade- offs
and find a good balance for their situation. Still, some guidelines can be reached when choosing TTLs:

• For general DNS zone owners, [27] recommends a longer TTL of at least one hour, and ideally 8,
12, or 24 hours. Assuming planned maintenance can be scheduled at least a day in advance, long
TTLs have little cost and may, even, literally provide a cost savings.

• Users of DNS-based load balancing or DDoS-prevention services may require shorter TTLs: TTLs
may even need to be as short as 5 minutes, although 15 minutes may provide sufficient agility for
many operators. There is always a tussle between shorter TTLs providing more agility against all
the benefits listed above for using longer TTLs.

Reference: We have previously investigated the role of caching in DDoS attacks in DNS in several
studies [25, 26, 27].

How to measure it: To measure the TTL value of a record, one must obtain an authoritative answer by
asking direclty the authoritative servers, and bypass local resolvers which may have a hot cache and
decremented TTL values.

Caveat: There is some level of duplication in DNS: NS records can be found in both parent and
child DNS zones. For example, the NS records for example.nl in Figure 3.1 can be found at the
.nl authoritative servers (which are the “parent”), as well as in the “child” authoritative servers
(ns1.example.nl and ns2.example.com). These values, however, may differ [28], given that these
zones are typically managed by different organizations. However, most resolvers in the wild tend to
follow the child authoritative server TTL [29]. For this reason, we will consider only the child TTL value.

3.2.3. A(NS) TTL
Description: in §3.2.2, we analyze the TTL of NS records for a given domain. These NS records, in

turn, need to have A and/or AAAA addresses to be reachable – these are the IP addresses that are used
to route packets. In Figure 3.1, that refers to the TTL value of the A records (192.168.1.1).

The TTLs for A/AAAA records should be shorter to or equal to the TTL for the corresponding
NS records for in-bailiwick authoritative DNS servers, since [27] finds that once an NS record expires,
their associated A/AAAA will also be re-queried when glue is required to be sent by the parents. For
out-of-bailiwick servers, A, AAAA and NS records are usually all cached independently, so different
TTLs can be used effectively if desired. In either case, short A and AAAA records may still be desired if
DDoS-mitigation services are required.
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Reference: We have previously investigated the role of caching in DDoS attacks in DNS in several
studies [25, 26, 27].

How to measure it: To measure the TTL value of a record, one must obtain an authoritative answer by
asking directly the authoritative server and bypassing local resolvers, which may have a hot cache and
decremented TTL values.

Caveat NS records can be in or out of zone (in or out of bailiwick in DNS terminology). For example,
the IP address of ns1.example.nl must be placed as a glue record in the parent DNS zone (.nl) for
example.nl, given they share the same second-level domain (example.nl). This is different from
ns2.example.com, which uses another TLD. In this case, the IP address (A record) is only available at
the child authoritative server. (Most of zones, however, are out-of-bailick [28]). So we measure them
accordingly to their setup.

3.2.4. AAAA(NS) TTL
Same as §3.2.3, except for AAAA (IPv6) records.

3.2.5. nAnycastIPv4: number of anycast-based authoritative server
Description IP anycast consists of annoucing the same IP prefixes from multiple locations [5]. Anycast

is largely used in DNS [30], especially by operators of prominent authoritative servers. For example, all
the root DNS servers use IP anycast.

IP anycast fragments the IP address space, and maps each fragment into a different anycast site. For
example, in Figure 2.2, we see that K-ROOT has 75 anycast sites: the entire IPv4 is distributed among the
73 sites – which is done by BGP [8], where clients are mapped to nearby sites (nearby in BGP terms, and
not necessarily geographical distance [31]). This distribution is not necessarily uniform, some sites may
see far more clients than others.

In case of DDoS attacks against an authoritative server, we see that some sites experience the attack
diferently [8]: some sites may remain up while others remain down. That behavior has been observed
in the Root DNS Events on November 2015 [8]. As such, operators can, on-the-fly, configure their
authoritative anycast DNS to try to steer DDoS traffic to one of few sites, while others may remain up.

Our goal is to determine which the A/AAAA addresses of the authoritative servers use anycast.

Reference: IP anycast is documented in [5]. Its DNS usage in [30]. Its relation to DDoS in [8]. And
how to measure anycast in the wild is documented in [32, 33].

How to measure it: We will use the procedure described in [32] using the Anycast Testbed from SIDN.
In short: we will use active measurements from an anycast network to measure the IP addresses from
the government networks.

3.2.6. nAnycastIPv6: number of anycast-based authoritative server
Same as §3.2.5, except for AAAA (IPv6) records.

3.3. Immeasurable best practices
Our methodology can only account for metrics that can be measured on the IP layer (layer 3) and above.
As such, any single-point-of-failure mitigation metric that is located below layer 3 is, in most cases,
immeasurable. Although they are essential for the resilience of authoriative DNS servers, we consider
them as out-of-scope in this study, given we cannot measure them.

Table 3.3 summarizes them. Next we detail each of them..
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Metric Description/Reference Value
nPhysicalLocations number of unique physical locations

hosting the authoritative name servers
>= 2

nPhysicalLines number of distinct physical lines con-
necting authoriative name servers

>= 2

nPhysicalServers number of unique baremetal servers >= 2
KeyServersOnClients Place anycast sites or authoritative

servers on key clients
NA

Table 3.3: Immeasurable Best Practices Metrics

3.3.1. nPhysicalLocations
Authoritative servers – either virtual or bare metal, should be placed in distinct physical locations, to
avoid that any local related failures (attacks, power outages, etc.) affects the authoriative DNS servers
altogether.

Consider the worst-case scenario, in which three authoritative servers are hosted in different IP
address space, using different upstream providers, but all being physically hosted on the same, single
datacenter: no matter how much redundancy is added, this setup still has a single point-of-failture,
which is a single location.

As such, we recommend operators to use multiple physical locations to host their services.

3.3.2. nPhysicalLines
Similar to the number of physical servers, there must be multiple lines that connect authoriative
servers to the Internet – not for each of them, but for all of the combined. The goal is to avoid a single
point-of-failure.

3.3.3. nPhysicalServers
The last metric the number of physical servers hosting the authoriative DNS servers . One could run
multiple authoritative DNS servers on a single bare metal server, ultimately removing redundancy. The
goal of this metric is to avoid this.

3.3.4. KeyServersOnClients
For specific services, such as digid.nl, it may be worth to add anycast sites of authoritative servers on
key client networks – for example, the networks of major ISPs and where most clients come from.

Depending on the type of attack, this setup may provide DNS services to clients while other parts of
the network may be under attack. For example, suppose a particular DDoS attacks the networks on a
IXP. Clients can still be able to resolve the domain if they have access to servers on their ISP’s network.
This pratice only improve resilience in cases the client’s network are not able to reach the networks of
the authoritative servers.

In addition to that, we intend to write a speculative scenario, in which The Netherlands is “discon-
nected” by some reason (DDoS attack, for example), from the global Internet. In this scenario, we will
estimate how much of the domain names related to the government will still be able to be resolved.



4
Next steps

The metrics discussed here will be implemented in our tooling to measure resilience of the DNS of the
Netherlands government. We will first draft a measurement plan, and then share it with our colleagues
at the government.
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