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1 Summary

More and more ransomware attacks are being observed worldwide, which are specifically targeted towards large companies. In some campaigns the
goals of the actors is to collect a large sum of ransom payments. These ransom payments vary between tens of thousands to millions of euro’s per
victim.

In March 2019, NCSC-NL started an investigation into a specifically targeted ransomware campaign, named LockerGoga. The reason for this
investigation was a report at NCSC-NL of a ransomware infection at a Dutch office of aninternational supplier in the chemicals sector, which has a key
rolein supporting critical infrastructure.

The NCSC-NL investigation was aimed at finding (future) ransomware attacks towards the Dutch central governmental or critical infrastructure. In
addition, the goal of this investigation was to determine a modus operandi of the actor(s) involved to recognize and prevent (further) attacks as well
notifying victims that were compromised, but did not face a ransomware deployment (the final stage) yet. Information could be used to mitigate or
prevent any further damage. During this investigation, NCSC-NL learned that part of the infrastructure was hosted within the Netherlands.

In NCSC-NL’s investigation, over 1.800 unique IP addresses from organisations worldwide have been identified as a victim that has been compromised,
as a possible target for ransomware or other attacks. Among the victims, there are multiple Dutch organisations and foreign multinationals with Dutch
branches. The actual number of victims is probably considerably higher, because NCSC-NL currently only has insight into a small part of the
infrastructure that is being used by the attackers.

Organisations within the central government and critical infrastructure in the Netherlands are currently not identified as a victim of the campaign. In
other countries these kind of organisations already became a victim and in the Netherlands supply chain partners and suppliers of the central
government and critical infrastructure have been hit.

NCSC-NLinformed victims using its international CSIRT and CERT networks. Even when a victim was informed about a compromise, it has proven very
difficult to locate and fully remediate the compromise. In several cases a victim has previous hints of a compromise, but was unable to locate it, even
though these companies had a very knowledgeable IT and/or (external) incident response team. After a victim received technical information such as
compromised accounts, computers, C2 IP ranges, etc. from our investigation, they were able to identify the breach. With this specificinformation, many
companies were able to prevent ransomware from being deployed as well as preventing the attacker to gain access to the network again.

Based on the C2 servers, their history and OSINT we suspect these servers have been deployed as early as July 2018. Activity has however only been
observed since October 2018. On 26 October 2021 Europol [1] together with several law enforcement agents have targeted 12 individuals in a police
operation. As the result of the action day, over USD 52 0oo in cash was seized, alongside 5 luxury vehicles. A number of electronic devices are currently
being forensically examined to secure evidence and identify new investigative leads.

[1] https://www.europol.europa.eu/newsroom/news/12-targeted-for-involvement-in-ransomware-attacks-against-critical-infrastructure
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2 Threat Analysis

21 Actors
While attribution is not the primary focus of our investigation or for NCSC-NL in general, it helps us in getting a better assessment of the modus operandi
of the attackers.

There are indications that multiple actors are using the infrastructure that is used in the LockerGoga campaign. At this time, there is limited insight into
the criminal network and modus operandi. These actors are cybercriminal groups pursuing financial gain. Whether there are possible links to state
actors is unknown.

2.2 Motive

Itis likely that attackers spread the LockerGoga-ransomware for financial gain. After encryption, victims are asked to contact the attackers by e-mail or
approached by phone to pay ransom. There are cases in which the systems were successfully decrypted after payment. Other motives, such as espionage
and sabotage, can however not be excluded. At several victims, there are indications that large amounts of data were exfiltrated and industrial control
systems were manipulated

2.3 Modus operandi
Based on the information that is currently available, a likely hypothesis is:

One actor performs the first part of the attacks in order to gain access to the company networks of the victims. This actor sells the access to the company
network to a second actor (directly or via the dark web), who performs the second part of the attack (exfiltrate data, spread ransomware and/or
manipulate systems). The second actor can be pursuing financial gain, but espionage and sabotage can be a motive as well.

The attackers probably use different methods to gain access to the company networks. Next, they will explore the network. Later (often after several
months), the LockerGoga ransomware is spread. The modus operandi in the LockerGoga campaign, a targeted ransomware attack, is not new. Earlier
examples are the Ryuk, GandCrab and Samas ransomware campaigns.

The actors responsible for the attacks seem to be highly qualified. The attackers infiltrated the networks of hundreds, maybe even thousands, of
organisations worldwide. Among the victims are several organisations with a lot of experience in cybersecurity as well. Furthermore, the attackers are
able to retain access to the targeted network for months and avoid detection when moving laterally through the network.

2.4 Mitigation strategies

There are indications that unique LockerGoga variants are generated for each victim. Indicators that were collected during the investigations of previous
attacks, such as file hashes, therefore have very limited value for detection. NCSC-NL has been able to share more generic detection indicators with its
partners that can be used to detect the LockerGoga attackers on the internal network.

There are known cases where contact with the attackers took place after payment and decryption was successful. As far as we know, the decryption key
only decrypts files that are encrypted with a specific version and public key that was deployed at one specific victim and therefore cannot be used for
other victims.

2.4 Preventing further damage

NCSC-NL has identified many victims based on extensive research. A victim is an organisation where attackers have compromised the network. These
are organisations from which network communication with the C2 servers used by the attackers has been observed. The ransomware has not (yet) been
deployed for all of these victims. During this investigation, most of the concerning organisations that we encountered were informed with help from our
international CERT-network so that they could take measures to prevent further infection and deployment of ransomware. This has prevented a lot of
damage.
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2.5 Victimoverview

2.5.1 Number of victims
To date, more than1.800 unique IP addresses of organisations worldwide have been identified as victims in the investigation. The actual number of
victims will most likely be considerably higher, because NCSC-NL currently only has a limited view of the infrastructure used by the attackers.

2.5.2 Affected sectors and geographical distribution

An analysis of the list of victims identified by the NCSC shows that a lot of the organisations affected are multinational companies and have branches in
several countries. The affected organisations fall into various sectors, including automotive, construction, chemical, consultancy, metal, entertainment,
IT, government, production, retail and healthcare. In general, these are large companies with a turnover of several millions or billions of euros.

Both a very limited amount of Dutch organisations and foreign multinationals with Dutch branches are among the victims. At this time, no infections
have been observed within the Dutch central government and critical infrastructure providers. The victims do include chain partners and suppliers of
Dutch central government and critical infrastructure providers.

2.6 Impact
The activities of cyber criminals have a major potential impact on national security. Society and economy have become completely dependent on digital
resources. The consequences of attacks and outages can be large and even disruptive to society.

The financial impact of the LockerGoga campaign is its most visible aspect. The damage caused for an affected organisation easily runs into tens of
millions of euros to remediate the attack, notincluding the ransomware demand. For example the Norwegian energy and aluminum group Hydro is
currently estimating more than qo million euros in damages. Other known ransomware infections also led to millions of damage.

The LockerGoga campaign seems to be aimed at large organisations, such as multinationals and production companies. Ransomware attacks on this
type of organisation have both direct and indirect (financial) consequences:

- Several organisations will decide to pay large amounts of ransom to decrypt their systems.

- Incidentresponse, (forensic) investigation and recovery must be carried out, before systems can be restored.

- Because of the risk of persistent access, organisations are forced to replace their systems, even when they have paid for decryption.

- Theproduction process can come to a halt for a longer period of time, sometimes weeks. Potentially resulting in large economic damages and
resulting chain effects on other dependent companies.

- Employees cannot work for a longer period of time, sometimes for weeks. For example, they cannot connect to the corporate network and
have no access to their e-mail.

- Media attention causes reputational damage, which can lead to loss of customers or affect stock price(s).

The attacks are highly profitable for the attackers. For some organisations, the significant impact of a ransomware infection has been the reason to pay
hundreds of thousands or sometimes even millions of euros in ransom, also in The Netherlands. It is therefore not to be expected that the attackers will
quit the attacks by themselves as it is very profitable. Because the chance is high that the attackers have persistent access to the company network, a
large part of, if not all, systems have to be replaced, even when ransom has been paid.

Because itis plausible that there are actors involved with other motives than financial gain, such as espionage or sabotage, the threat is broader than the
risk of being infected with ransomware. Access to companies might be sold on black markets. As a result of a compromise (sensitive) information can be
exfiltrated and used for other purposes. Cyber-attacks on organisations in the production and (petro)chemical industry for example, can form a threat to
safety, health and environment as well.

https://www.reuters.com/article/us-norway-cyber/norsk-hydros-initial-loss-from-cyber-attack-may-exceed-4o0-million-idUSKCN1R71Xq



https://www.reuters.com/article/us-norway-cyber/norsk-hydros-initial-loss-from-cyber-attack-may-exceed-40-million-idUSKCN1R71X9
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3 Tactics, Techniques and Procedures (TTPs)

Based on extensive research and collaboration with other entities we were able to identify some of the C2 servers. These collections are based on this
research as well as information received from victims.

3.1 Getting a foothold within the target network

3.1.1 Initial breach

We do not have much information of the initial beaches, however based on reports from victims and some beacon logs we can see a period of time
(usually several months) passing between the initial breach and exploitation of the victim’s infrastructure. The method used to initially breach the
network perimeter varies butis reported to be:

- Bruteforce attacks against publicly reachable RDP servers

- Attacks onvulnerable external services, e.g. a public website vulnerable for SQL Injections.

- Dropping malware on a target system, e.g. by adding a payload into a Word document

- Phishing (by using data from a not yet reported data breach at alarge online retailer)

- Compromised personal system(s) of an employee, which contain cached credentials for work systems

- Compromised work system(s) of an employee, where credentials are collected from the system using a InfoStealer
- Usage of o-day exploits to gain access to a system

- Usage of o-day exploits to gain privileged access on the system

After the breach and exploitation to privileged network access there is not much activity found on any of the compromised systems. We assume thisis a
period where the actor will try to sell their gained access to another actor.

3.1.2 Sold access to another actor
After the period of no activity, activity spikes up again. This time most of the activity is done and logged through the C2 servers. Based on these logs we
were able to reconstruct a large part of the process. This process repeats, sometimes with slight variations, which can be outlined as:

- Discovery through dumping Active Directory

- Discovery though scanning

- Lateral movement though WMIC and Powershell
- Collecting administrative event logs

- Usage of known and unknown vulnerabilities

- Creating persistence

- Disabling or corrupting backups

- Data exfiltration and waiting period

- Deployment of ransomware

- Communication between victim and attackers

- Re-establishing contact with compromised servers

3.2 Discovery through dumping Active Directory

Once a beacon has connected to the C2 server, one of the first actions the attacker takes is to create an inventory of the Active Directory. Based on the
data we received, the attackers used Adfind for each victim and the commands passed to each victim never changed while observing the attacker. In
several cases, ntdsutil was used to create a binary backup of the Active Directory. These files can be exfiltrated to the C2 server using several Cobalt Strike
features or by using other tools such as DNScatz. As most companies cannot be identified with their IP address alone, these dumps, still located on the
(2 servers, contain company and employee information, which allowed us to identify some of the companies that have been compromised.

3.2.1 Observed commands
e  netview
e netview/DOMAIN
e nltest/dclist
e adfind.exe -f (objectcategory=person) > ad_users.txt
e adfind.exe -f objectcategory=computer > ad_computers.txt
e  adfind.exe -f (objectcategory=organisationalUnit) > ad_ous.txt
e  adfind.exe -subnets -f (objectCategory=subnet) > ad_subnets.txt
e adfind.exe -f "(objectcategory=group)" > ad_group.txt
e adfind.exe -gcb -sc trustdmp > ad_trustdmp.txt
e 7.exeadccyz*.txt
e  7.exea-mx3dcyz*.txt
e Powershell (Get-ADComputer)
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3.3 Collecting data from compromised system

While analyzing the artifacts found on the C2 servers, we not only found that the attackers were collecting Active Directory dumps but also screenshots,
files/documents and even audio recordings. We do not know for what purpose these are collected, but we have reason to assume they might do this to
identify the company they gained access to or another actor setting out actions other than with a financial motive.

3.4 Discovery through scanning

3.4.1 Nslookup
The attackers use nslookup to find the IP addresses for each system discovered in Active Directory dumps by importing the hosts into Cobalt Strike
and/or Armitage. Using default functionality, it sends single or bulk commands to the beacon to get the IP address for each of the discovered system.

3.4.11 Observed commands
e  Host:nslookup HOSTNAME

e  Bulk:nslookup HOSTNAME >> ns2.txt & nslookup HOSTNAME >> ns2.txt & ....
Note: the output filename may differ, mostly adding or changing a number

3.4.2 Ping

Once all the target hosts have been resolved to IP addresses, a ping-sweep is done to all these hosts to target online systems only. Using default
functionality, Armitage or Cobalt Strike sends single or bulk commands to the beacon to get the online status for each of the discovered system’s IP
address. In some cases, the attacker pings entire subnets found in the Active Directory.

3.4.2.1 Observed commands
e  Host:ping HOSTNAME

e Bulk: ping HOSTNAME >> ping.txt & ping HOSTNAME >> ping.txt & ....
Note: the output filename may differ, mostly adding or changing a number. In some instances a “—n 1" flag was added

3.4.3 Mass scanning
Mass scanning on ports 135, 445, 338[0-9] but only on IP addresses or IP subnets discovered in Active Directory

3.4.3.1 Observed commands
e masscan.exe REDACTED -p135 --rate=1000 -0G mass_log.txt
e masscan.exe REDACTED -pags -0G myhostaqs.txt
e masscan.exe -iLips_all.txt -p3389 --rate=305 -0G 3389l0g.txt
e masscan.exe -iLips_all.txt -paqs --rate=305 -0G q45log.txt
e portscan REDACTED gas5
e portscan REDACTED 3381
e portscan REDACTED 3389
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3.5 Lateral movement through WMICand Powershell
Call to wmic, powershell, etc. for discovery to get target systems information.

3.5.1 Disabling AntiVirus/Endpoint protection

Instances have been observed where AV software from Kaspersky was copied to a victim’s machine. The reasons for doing so is not clear, yet the
assumption is that this is likely used to remove existing endpoint protection software, as most AV installers have an option to trigger an uninstallation of
existing products to prevent conflicts. We have no indications that software from Kaspersky is used beyond the triggering of the installation process, no
modifications were observed and the installation itself was likely cancelled after the old AV product was removed. Starting an uninstallation process for
existing endpoint protection software manually is more likely to be blocked or might require user intervention.

3.5.2 Getting system information
For each of the compromised systems the attacker tries to profile the system by querying as much details as possible.

3.5.2.1 Observed commands
e wmic/node:"REDACTED" os get caption
e wmic/node:"REDACTED" /"user:"REDACTED /"password:"REDACTED" process list
e wmic/node:"REDACTED" /"user:"REDACTED /"password:"REDACTED" process list brief
e powershell Get-ADComputer
e C\Windows\Systemsz2\netstat -anop tcp
e C\Windows\Systemz2\net use
e C\Windows\System32\query.exe session
e (C\windows\system32\systeminfo.exe
e c\Windows\Systemz2\ipconfig.exe /all

3.5.3 Finding administrators
To expand on the initial footprint, the attackers collect more information about the administrators in the domain and their information. Getting
administrative access to the domain simplifies further actions by the attackers.

3.5.3.1 Observed commands
e powershell -C"import-module \admins.ps1”
e powershell -C"import-module \hashdump.ps1"
e  powershell -C"[intptr]:size"
e powershell -ep bypass -C "dsquery * -filter (samaccoutname='domain admin’) | dsget group -members -expand"
e powershell -ep bypass -C "import-module \admins.ps1"
e C\Windows\system3z2\net group "domain admins" /domain

3.5.4 Collecting Credentials and hashes

The C2 servers kept logs from the attacker, including a record of all credentials captured by the attackers. These vary from hashes extracted from systems
to collected plain-text credentials. On one of the administrative systems several files where found that contained known hash and password
combinations, which simplifies the collecting of clear-text passwords. On average over hundreds of accounts where collected from each network and
stored. This allows the attacker to reuse these accounts for future compromises of the same network.

3.5.4.1 Observed commands

e mimi"lsadump:dcsync /domain:REDACTED /user:REDACTED" exit > REDACTED

3.6  Collecting administrative event logs

We think the actors uses the Windows security logs to find systems from which system administrators are logging in. They are likely specifically targeting
these systems as these systems are used by privileged users and could be used for additional lateral movement, for example if the attackers gained
access to a subset of the Active Directory they might find credentials to access to parent Active Directory domains.

3.6.1 Observed commands
e get-eventlog 'Security' | where {$_.Message -like "*admin*' -AND 'Source Network Address'} | export-csv c:\temp\events_admin.txt
e  get-eventlog 'Security' | where {$_.Message -like *Totality*' -AND 'Source Network Address'} | export-csv c:\temp\events_admin.txt
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3.7  Usage of vulnerabilities

3.7 Known vulnerabilities
Armitage session logs show a partial history of Metasploit vulnerabilities used within the campaign. The logs contain a list of systems within victim
organisations, where for each system a list of exploitable vulnerabilities were successfully used by the actor.

The logs show that the exploited vulnerabilities are known Microsoft Windows vulnerabilities listed in the Microsoft Security bulletin 17-010 (CVE-2017-
0143, CVE-2017-0144, CVE-2017-0145, CVE-2017-0146, CVE-2017-0147 and CVE-2017-0148). These vulnerabilities are all related to how the Microsoft
Server Message Block 1.0 (SMBv1) server handles certain requests, and all the compromised systems seen still have SMBv1 enabled.

In some instances CVE-1999-0504 was used, which shows that systems have a local administrator account with a default, null, blank or missing a
password.

3.7.2 Unknown vulnerabilities (oday)
Session logs from the C2 servers also show uploading of files and executing of specific exploits. Based on the commands given and the upload folders
(containing “oday” inits name) there are hints that 6 or 7 oday’s are in the possession of the actor.

One of the victims reported they have located one of these oday’s on their compromised systems, which is a Microsoft Windows privilege escalation
exploit. They have reported this to Microsoft and they learned that Kaspersky also reported [1] this oday and was fixed in the Patch Tuesday of April gth.
The initial breach at the victim using this exploit was found in logs early October 2018. This means this oday was actively used between October 2018
(likely even since July 2018) and April 2019 based on the logs from this victim.

On the administrative Windows system we found tools like RDP brute and RDP recognizer, including logs that show these tools have been used. The
resulting data sets were found on the desktop and split between NLA enabled and non-NLA enabled RDP servers. The data set is likely split out due to
the requirement of a different attack vector for each of these categories.

[1] https://www.kaspersky.com/blog/cve-2019-0859-detected/26451/

3.7.3 Usage of Layer 2 VPN tunnels

The attacker uses VPN software such as AnyDesk and Hamachi to create a layer 2 tunnel to the victim’s network. This allows the attacker to use his
preferred ‘workstation’ for attacks. This is probably used to protect the special and/or unknown exploits and vulnerabilities to attack the victim’s
network. Based on the logs from the C2 servers the attacker remotely mounts a share from the attackers system and the name used from the local file
system mount suggest it has been mounted using a VeraCrypt container. This is most likely done so that the attacker does not need to create copies of
exploits on C2 or other intermediary servers.




TLP:WHITE Investigation ‘Bonfire’

3.8  (reating persistence

3.8.1 Enabling RDP Access
The attacker makes firewall and registry changes to enable or disable RDP on the private (trusted) profile of the victim system. The attacker mainly uses
the default port (3389) but the attacker has also been using ports within the range 3380-3390.

3811 Observed commands

e Netsh.exe advfirewall firewall add rule name="mstsc" program="c:\windows\systemz2\mstsc.exe" protocol=tcp dir=in enable=yes
action=allow profile=Private

e Regadd“\5249\HKLM\SYSTEM\CurentControlSet\Control\Terminal Server” /v fDenyTSConnections /t REG_DWORD /d /f

e regadd"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server" /v fDenyTSConnections /t REG_DWORD /d o /f

e regadd"HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp\PortNumber" /v 3389

e regadd"HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp\PortNumber" /v
fDenyTSConnections /t REG_DWORD /d o /f

e regadd"HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp\PortNumber" /v
fDenyTSConnections /t REG_DWORD /d 3380 /f

e regadd"HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp\PortNumber" /v
fDenyTSConnections /t REG_DWORD /d 3389 /f

3.8.2 Creating Active Directory, Local and SQL users

Creation of new Windows Active Directory, Local and Microsoft SQL users. These are then added to the '‘Administrators', 'Domain Admins', 'Remote
Desktop Users', 'Enterprise Admins' and other privileged groups and used for lateral movement and collecting more credentials. Throughout the
campaign, the attacker has been seen using the same usernames and a few variations on them.

3.8.2.1 Observed commands
e powershell Add-AdGroupMember -Identity "Domain Admins" -Members terminal
e netgroup "domain admins" admin_svc /domain /add
e netgroup "domainadmins” /domain terminal /add
e netlocalgroup "Administrators" svc /add
e netlocalgroup administrators terminal /add
e  netuseradmin_svc Qwe_321@ /add /domain
e netuserrapid_svc Qwe_321@ /add /domain
o  0sql-E-S-Q"CREATE LOGIN [admusr] WITH PASSWORD=N'qwe123', DEFAULT_DATABASE=[master], CHECK_EXPIRATION=0OFF,
CHECK_POLICY=0OFF;EXEC master..sp_addsrvrolemember @loginame = N'admusr', @rolename = N'sysadmin"'
e 0sqgl-E-S-Q "select * from master.sys.server_principals"
e 0sql-E-S-Q"select @@version"

3822 Observed created Windows users and passwords:
admin_svc Qwe_321@
terminal O3Ded!@# O3DeD!@# PaswSl@#
rapid_svc Qwe_z21@
svC23 Qwe_321@
svCl1 Qwe_321@
SvC Qwe_321@ QweQwe_321@
vdp Qwe_z21@
s-backup O3DeD!@#
3.8.23 Observed created Microsoft SQL users and passwords:

admuser qwei23
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3.9  Disabling or corrupting backups

Although we did not yet observe these actions ourselves, we do have reports from victims that the actor tried to disable (e.g. through encryption) or
corrupt the backups, in some cases successfully. This is likely to prevent the victim from restoring their infrastructure from backups and to create an
additional incentive to pay the ransom.

3.10 Waiting period
Avery interesting fact is the amount of time the attacker(s) are in the victim’s network, where the attacker has gone unnoticed for even more than 7
months. There seems to be two distinctive periods where no activity has been observed and the beacons are idle:

- Between the initial infection and post exploitation. This is likely the time the actor thatinitially breached the network needs to sell the
credentials, either to trusted partners or through underground marketplaces.

- Between post exploitation and the deployment of ransomware. This is likely the time in which the attacker will try to corrupt or encrypt the
backups and wait in attempt to make sure all known good backups have rotated out, or the attacker needed to create a victim profile. In
addition, preparations need to be made on the attacker side, such as creating two e-mail addresses, buying the malware, etc.

3.1 Dataexfiltration

We have observed the attacker exfiltrating data such as Active Directory information from all users and locations. In some cases the attacker also
downloaded all webcontent (entire webroot folder) as well as full database dumps. From victims we are in contact with we know that they also
downloaded sensitive corporate information like software and data. For example, the CityComp [1] hack can be directly linked to the same C2
infrastructure and the compromise of an AV vendor, where debug symbols were obtained, which the attacker thought to be source code.

[1] https://www.vice.com/en us/article/d3npay/hackers-steal-ransom-citycomp-airbus-volkswagen-oracle-valuable-companies

3.12  Deployment of ransomware
Although the moment the attacker deploys ransomware within the target network is unknown, we believe that several conditions are a factor, such as
making sure the backup retention has been rotated out.

The attackers do not use the newly created (privileged) accounts, but rather used compromised privileged accounts. We assume this is done to prevent
the discovery of these newly created accounts and keep persistent access on the network after deployment of the ransomware.

3.12.1 Codesigning

Digital certificates cryptographically vouch for the trustworthiness of the software's publisher. They tell an operating system that the software is
legitimate. Therefore, malware creators have long tried to use certificates to increase the chances of their creations to go undetected by anti-malware
measures. Arecent study has found that malware is increasingly signed by legitimate certificates, obtained directly or indirectly from certificate
authorities (CA) or their resellers. This is in contrast with an earlier trend that if malware was signed, it was usually done with a stolen certificate. Most of
the digital certificates used to sign malware samples found on VirusTotal in 2018 have been issued by the Certificate Authority (CA) Comodo CA (aka
Sectigo).

Source: “Malware authors increasingly use legitimate certificates to bypass defences”, by CERT-EU reference: 190524-1 published 24 may 2019
and https://medium.com/@chroniclesec/abusing-code-signing-for-profit-ef8oazzbsofa

3.12.2 Ransomware families

The C2 server logs show the usage of both LockerGoga and MegaCortex families on victim systems. The ransomware is transported to the compromised
system by creating a binary pastebin.com download. From other reports we have collected rerference to Ryuk and RietSpoof are made as well, however
could not be observed by our investigation so far. A more detailed report on these families can be found in chapter 5

3.12.2.7 Observed commands
e  psexec.exe \\REDACTED -u "REDACTED" -p "REDACTED" -d -h —r mstscupd -s -accepteula -nobanner c:\windows\temp\win64_update.exe
REDACTED (<- contain MegaCortex base64 hash required to start)
e psexec.exe \\REDACTED -u "REDACTED" -p "REDACTED" -d -h —r mstscupd -s -accepteula -nobanner c:\windows\temp\winz2.bat
e powershell Restart-Computer -ComputerName REDACTED —Force
e  powershell Restart-Computer -ComputerName "REDACTED" —Protocol WSMan -WSManAuthentication Kerberos



https://www.vice.com/en_us/article/d3np4y/hackers-steal-ransom-citycomp-airbus-volkswagen-oracle-valuable-companies
https://medium.com/@chroniclesec/abusing-code-signing-for-profit-ef80a37b50f4
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3.13  Re-establishing contact with compromised servers

The attackers will actively keep trying to attack (cleaned) victim systems, even after the victim has made payment, traffic has been seen from the
attackers’ infrastructure towards the victim’s network. In another case, C2 beacons were observed from the infrastructure to a victim that paid the
ransom months before and ‘assumed’ their network to be clean.

In some cases, the victim did not pay the ransom and removed the infection. One known case, where a victim replaced their infra, the attackers managed
toregain access to the network. Itis unknown how they regained access, but itis very likely they previously collected username and passwords that were
reused after the reinstallation of the network.

3.1q Specific targetting

We see Cobalt Strike beaconing from IP addresses that either come from TOR exit-nodes or known security research networks. We assume that these
connections are initiated by researchers in an attempt to get the attacker to send commands to their research environment. However looking at the C2
logs the attacker ignores them or sends and ‘exit’ command to that beacon. The attackers seems to have a good overview of targets and systems that do
not belong within the C2 network.
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q Ransomware families used

g1  Observed families

During this investigation, Ryuk, LockerGoga and MegaCortex ransomware were deployed at victim organisations. Although none of the ransomware
samples were found on the servers analyzed, correlation between attacker activity seen in the logs and reporting of incidents at victims clearly shows
these malware families being used.

4.1 Ryuk
Out of the three mentioned ransomware families, Ryuk was the first to be seen in the wild. The first occurences of Ryuk were seen around August 2018.
Ryuk seems to be a modified version of HERMES ransomware, sharing similarities in code and behavior such as whitelisted folders and dropped files.

When the Ryuk ransomware is started, it first attempts to kill or stop a number of predefined processes and services. These processes and services are
related to software that could prevent or remediate the encryption process, such as antivirus or backup software. The Ryuk ransomware now makes
itself persistent on reboots through a registry key, making sure it is run every time the victim system boots.

The encryption process used by Ryuk relies on both symmetrical (AES) as well as asymmetrical (RSA) cryptography. The attackers use arobustand
effective way to encrypt the files, by creating unique public/private RSA key pairs per victim, and by creating a new AES key for each file to be encrypted.
Without the required RSA private key, which is only in possession of the attacker, decryption is impossible. Unique RSA key pairs per victim mean that a
decryption tool or private RSA key for one victim, cannot be reused at other victims.

Ryuk encrypts all files, except for files with the .exe, .dll, .ini, .Ink or .hrmlog extensions. Ryuk has a list of whitelisted directories where encryption should
not take place, to make sure the basic operating system and applications such as browsers still work. Besides encryption on the local system, Ryuk also
attempts to encrypt files on all network drives it can find and has write access to. All encrypted files will have the .ryk extension appended to them. It will
then drop ransom notes on the victim system, containing email addresses to contact the attackers. In older versions, this ransom note also included a
BTC wallet address, which is no longer presentin recent versions.

https://www.crowdstrike.com/blog/big-game-hunting-with-ryuk-another-lucrative-targeted-ransomware/
https://research.checkpoint.com/ryuk-ransomware-targeted-campaign-break/

q4a.2 LockerGoga
LockerGoga is a new ransomware family that was first seen in the January 2019. It has several noteworthy differences compared to Ryuk in how itis
deployed by attackers and how the malware operates.

Where Ryuk can encrypt data on network shares as well, LockerGoga only encrypts data on the system it runs on. This means that attackers need to have
access to all systems they want to encrypt data on. As described in this report, the attackers are seen actively obtaining information on relevant systems
within victim organisations, as well as obtaining login information through, for example, Active Directory dumps. With this information, attackers are
able to remotely deploy LockerGoga through psexec on each of the systems they deem relevant to encrypt.

When LockerGoga is executed on a target system, the malware does not use any method to ensure persistence on reboot. It copies itself to the
%TEMP% directory of the system and executes this copy as a new process. This new process performs all the encryption on the victim system. Before
encryption starts, this new process first logs off all active sessions on the system. It then changes the passwords for all administrator accounts on the
system, preventing administrators to stop the malware from encrypting data by logging in and killing the process.

The malware enumerates all files on the system, and for each file it wants to encrypt it launches a new child process to perform the actual encryption of
the file. All encrypted files have the .locked extension appended to them. An important note is that LockerGoga, unlike Ryuk, hardly whitelists important
system files directories. Even the Windows Boot Manager (BOOTMGRY) is encrypted, which means infected systems can no longer boot.

Like Ryuk, LockerGoga uses a combination of AES and RSA encryption. Each file is encrypted using a unique AES key, and each victim has a unigue
embedded RSA public key where only the attacker has the private key needed for decryption.

After the encryption process is completed, LockerGoga disables all network interfaces on the victim system. Ransom notes are placed on the system
containing one or more email addresses to contact the attackers on.

https://labsblog.f-secure.com/2019/03/27/analysis-of-lockergoga-ransomware/
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/what-you-need-to-know-about-the-lockergoga-ransomware



https://www.crowdstrike.com/blog/big-game-hunting-with-ryuk-another-lucrative-targeted-ransomware/
https://research.checkpoint.com/ryuk-ransomware-targeted-campaign-break/
https://labsblog.f-secure.com/2019/03/27/analysis-of-lockergoga-ransomware/
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/what-you-need-to-know-about-the-lockergoga-ransomware
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4.1.3 MegaCortex

In the most recent attacks seen in this investigation, the attackers have started using MegaCortex ransomware. This ransomware family overlaps on
some interesting points with LockerGoga. Both malware families have been seen using the same C2. Both malware families have a similar list of
processes they try to kill before executing the encryption process. Both malware families also share a lot of similarities “under the hood”, such as usage
of the “boost” library for interprocess communications and using a parent process enumerate directories and to spawn child processes to perform the
actual file encryption.

MegaCortex also only encrypts files on the system it is being run on and does not perform encryption on files on network shares. Similar to LockerGoga,
the malware is remotely being executed using psexec. An interesting observation is that MegaCortex requires a specific password to be passed as an
argument before it starts its encryption process. Besides the password, MegaCortex also checks the system time to make sure the binary is executed
within a certain timeframe.

Where Ryuk and LockerGoga append the AES key material to each encrypted file, MegaCortex stores all key material in a separate file on the victim
system.

https://news.sophos.com/en-us/2019/05/10/megacortex-deconstructed-mysteries-mount-as-analysis-continues/



https://news.sophos.com/en-us/2019/05/10/megacortex-deconstructed-mysteries-mount-as-analysis-continues/

TLP:WHITE Investigation ‘Bonfire’

5 Possible mitigations

There are several mitigations for the observed attacks and ransomware in general outlined in this document. The attackers use multiple methods to gain
access to a network, which might require a more in-depth defense next to the possible mitigations listed. There is no 'silver bullet' that offers complete
protection against these kind of attacks.

5.1  Disabling of SMBw1

Although itis recommended by Microsoft to disable SMBwv1 for several years now (and even actively disabling it by default since fall 2017), itis still
enabled on many systems. These systems could be used by attackers as a stepping stone towards other systems. It is highly recommended to check the
network for the presence of SMBv1 systems.

More details can be found on:

https://support.microsoft.com/en-ie/help/2696547/detect-enable-disable-smbvi-smbv2-smbvz-in-windows-and-windows-server

5.2 Whitelisting of specific code signing certificates

With any defaultinstallation of Windows, all issuers of code signing certificates are set to be trusted. Attackers actively use Code Signing to bypass
endpoint security as they treat signed applications as ‘safe’ and/or ‘secure’. With over 558.000 sighed malware samples in VirusTotal over the last go
days (measured May 22 2019) it shows that this trust should not be enabled by default.

Additionally, unlike SSL certificates for websites, a revocation or expiration of certificates does not have effect when executing malicious code signed
using Code Signing. Tests have shown that in both cases, malware not only runs, but endpoint security still gives the same level of trust to the signed
binary. However, same tests show blacklisting the applications certificate (or its issuer CA) prevents Windows from running the application.

Using Active Directory, all known certificates that have been used maliciously can be blacklisted. By moving these certificates to the untrusted key store,
the applications signed with these certificates are no longer trusted. As these are not trusted, Windows refuses to start them, even when the certificate is
still valid.

You could also block the intermediate Certificate Authority (CA) used to sign the malicious binary, which blocks all issued certificates automatically. Each
Certificate Authority uses a specific intermediate signing root for code signing. By moving these intermediate CA’s to the untrusted key store, the code
signing certificates issued by these intermediates are no longer trusted. Organisations should take note, any applications used within an organisation
that have been signed with certificates issued from blacklisted intermediates or CA’s will need to be whitelisted.

More details can be found on:

https://docs.microsoft.com/nl-nl/windows-server/identity/ad-fs/deployment/distribute-certificates-to-client-computers-by-using-group-policy

5.3  Whitelisting applications
Tooling such as AppLocker allows end users to only access applications approved by your organisation. SRP can also be configured in the “allow list
mode” so that by default all files are blocked and administrators need to create allow rules for files that they want to allow.

More details can be found on:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/applocker/use-applocker-and-
software-restriction-policies-in-the-same-domain

5.4 Blacklisting unneeded applications
A quick and effective way to prevent easy lateral movement by attackers is to block tooling used by the attackers.

More details can be found on:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/microsoft-recommended-block-rules

5.5 Finding Cobalt Strike servers
In all known cases, Cobalt Strike was used at some point. Therefore being able to identify these servers online and blocking or monitoring them would be
additional line of defense, which is not limited to the Cz servers found in our investigation.

Aserver is running Cobalt Strike, could be identified by its default certificate. This certificate contains a specific SSLTLS fingerprint and contains empty
subject and issuer. (CN=, OU=, O=, L=, S=, C=). Additionally Cobalt Strike versions before 3.13 can be identified [1] by an extraneous space in the HTTP
header.

[1] https://blog.fox-it.com/2019/02/26/identifying-cobalt-strike-team-servers-in-the-wild/



https://support.microsoft.com/en-ie/help/2696547/detect-enable-disable-smbv1-smbv2-smbv3-in-windows-and-windows-server
https://docs.microsoft.com/nl-nl/windows-server/identity/ad-fs/deployment/distribute-certificates-to-client-computers-by-using-group-policy
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/applocker/use-applocker-and-software-restriction-policies-in-the-same-domain
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/applocker/use-applocker-and-software-restriction-policies-in-the-same-domain
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/microsoft-recommended-block-rules
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6 Possible detection methods

6.1 Monitoring specific commands
As outlined in the TTP’s, many of the commands the attacker uses are not used by an average user of the corporate network. Next to creating a
mitigation to blacklist these commands (or only allow whitelisted application) you can also monitor the usage of such commands.

Examples can be found on:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/applocker/monitor-application-usage-
with-applocker

6.2 Monitoring on SMBv1 packets

Scanning for SMBv1 enabled systems within the network, as well as monitoring for SMBw1 traffic, could identify vulnerable systems or an attacker
actively looking for such systems.

More information can be found on:
https://blogs.technet.microsoft.com/ralphkyttle/2017/05/13/smb1-audit-active-usage-using-message-analyzer/
https://github.com/rapid7/metasploit-framework/blob/master/modules/auxiliary/scanner/smb/smbi.rb

6.3  Monitoring on mass scanning

Network administrators could monitoring on both networking scanning and port scanning of systems in there network. There are several ways to do
this, such as:

- Monitoring ARP tables on systems and network infrastructure
- Monitoring for large waves of ICMP packets
- Monitoring logs

6.4 Runninga ‘honeypot’ Windows system

An option for detecting is running one or multiple honeypot systems as a decoy or ‘tripwire’, however you might need to take appropriate legal
safeguards to prevent possibly inciting a criminal offence. When running a honeypot, an organisation must make sure itis a Windows system and this
system joined the Active Directory. For example, a Windows 2008Rz2 system could be used with some non-recommended features enabled such as
SMB1.

You should create a bogus organisational unit (OU) within the Active Directory and reduce the trust of the systems in this OU, so when itis compromised
it does not create a threat to the Active Directory itself.

You can monitor on attempts for ICMP and activity on ports 143 and 445 (and specifically SMBv1). Any other system trying to contact this honeypot
should trigger alerts.

6.5 Detecting AD and local administrators group changes

The attacker creates new privileged users, and while it would be hard to correctly monitor new users, monitoring privileged groups is a more feasible
solution as these groups are unlikely to change much over time. Examples are local groups such as ‘Administrators’ and domain groups such as ‘Domain
Admins’.

Examples can be found on:

https://gallery.technet.microsoft.com/scriptcenter/How-to-Get-Notified-of-safdcafe
https://gist.github.com/anonymous/028ds1bgbsa161446370985ef35e0c2b



https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/applocker/monitor-application-usage-with-applocker
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/applocker/monitor-application-usage-with-applocker
https://blogs.technet.microsoft.com/ralphkyttle/2017/05/13/smb1-audit-active-usage-using-message-analyzer/
https://github.com/rapid7/metasploit-framework/blob/master/modules/auxiliary/scanner/smb/smb1.rb
https://gallery.technet.microsoft.com/scriptcenter/How-to-Get-Notified-of-5afdc4fe
https://gist.github.com/anonymous/028d51b9b5a161446370985ef35e0c2b
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7 Indicators of Compromise (1oC’s)

Note: the loCsection in this TLP:WHITE version has purposely been redacted and sections on IP addresses and specific identifying elements have been
removed to comply with General Data Protection Regulation (GDPR) as well to prevent impact on the still ongoing investigation by law enforcement
agencies.

7.1 Software usage observed on compromised systems

7zip Wmic Mimi (mimikatz) Nslookup
Adfind Whoami Netsh Ping

Ntdsutil Powershell Nltest Query

Net Driverquery Osql Systeminfo
Ipconfig Echo Portscan Reg

Netstat Masscan WinPcap Process Hacker
AnyDesk Psexec Mstsc/RDP

7.2 Software usage observed on attackers infrastructure

CobaltStrike Hamachi VPN RDP Recognizer SecretsDump
Armitage Impacket DNScat2

Metasploit VirtualBox IP List Generator 2

TunnelService RDP Brute Phantom Evasion

7.3 Observed Code signing certificates
Subject CN=ALISA LTD, O=ALISA LTD, STREET=71-75 Shelton Street Covent Garden, L=LONDON, S=LONDON, PostalCode=WC2H 9JQ, C=GB
issuer CN=Sectigo RSA Code Signing CA
Serial: 5DA173EB1AC763q0ACo58E1FF4BF5E1B
issued: 2/21/2019 4:00:00 PM

Subject CN=MIKL LIMITED, O=MIKL LIMITED, STREET=16 Australia Road Chickerell, L=WEYMOUTH, ST=WEYMOUTH, OID.2.5.4.17=DT34DD, (=GB
issuer CN=COMODO RSA Code Signing CA

Serial: 3d2580e89526f7852b570654efdga8bf

issued: 06/25/2018 02:00:00

Subject CN=KITTY'SLTD, O=KITTY'S LTD, STREET=Kemp House 160 City Road, L=LONDON, ST=LONDON, OID.2.5.4.17=EC1V 2NX, (=GB
issuer CN=Sectigo RSA Code Signing CA

Serial: 378d5543048e583a06a0819f25bd9e85

issued: 02/01/2019 01:00:00

Subject CN=PRO-STO, TOV

issuer CN=Sectigo RSA Code Signing CA

Serial: 0oCAoE7090D4827004C99AF2FC7D733C02
issued: 03/01/2019 01:00:00
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7.4  Observed File MDsg hashes

Investigation ‘Bonfire’

These MDs hashes are mainly from the CobaltStrike database, which keeps a record of all hashes used on the victim systems by C2. Some hashes have
been added from other sources that have been found on compromised systems.

0037d678bc22c526bog7adgc6fbo8722
oofifs8agac2aa8205f6dcb3zbgabf18
011319661454ff8625eee11fi71f4d8f
019d43595b28807cCc0Cqa51671bfoaos
01ebgegg747b31e630846Cce984238doa
0213150a32e89e15d8566fofz3fqa67d6
02cagqaeer15c8bgidza7ibafs8zedcf
02da8q1d3c9e69052478456f585edg68
046e022f3c8gb66ao7babcfsacdgrdes
0570684farffceecqeq2gcbsy227e2b3
06068b7bggcacasbz2997bdged8ieaan
06457b317d5624590803a77d3770bff2
071a87637a7bge23574aa23f3dq86bd8
0732159bfogg2cq159ddgfb2gqeagadds
o7790b2cg6e6eerfbdqq2gaebab263cd
082e0edbagia23z7bcasbbsggard6azs
08gbs96edzedzqseobe184587dze2cfs
08co9677f1f3asacocddffdizorecfaq
08d7cb2781abcacycs8522300e41d591
08eebq3bcz8254eddqf1853f10008530
09q09aacqf2ae21413fagsd8gb1z6e1a
ogfebsay2ce8deffcfzebsfrcdacc8es
0aogbssbe225b3839813f70agbcbicag
0a1f19818233c868860abe1ab14d7768
obdf6bc8afcbc83crfafdgboegzisaas
obfbfcgsce1288abgc80d8coq66887b8f
0C539b67001€093C3agb23d9deqas65d
ocd2cbcb8626332bsbff55b8egef6a92
ocd8eb208as98ceicfdbs659bgbdb8di
odo724cazfabbsseeqdbgq8cieczzd8an
ods2b751a24c10abgd71313409078903
odcdf8obgbgoq3c6f23973e0826beddy
oez7fbfaygdzqod672456923ecsfbbes
of61fdfob7862d20bco8513e38c14599
ofac6gseagogao7fz6bqb64f854c9367d
1057a77de8075755a4¢e1q01a9fgesf7o
110bs49bgccsbecabgrba74foscsd2af
120a6¢8b8cge868df575dg1a8060bbsb
1250bef11bfao86f772cd2a273bcoz6e
12aeabed146e88bg7aa821cagizs73ca
13ce5078f2d1b56d8f986b875e8aazcg
15bge2c753502e552b914fgebdbboo6d
15caciafbbbogogq7de6eoz2d18aqa8z8
15eea3sdiafss52f212824fdogdeadog
187f10ce2588cc553¢qa75bcqg7do18cd
190a9dsb3sfsaescr7fodascb26f3a364
196¢58e91ddbds26bobz8811f72a1876
198c2bzf18dc6bzodbbs826a995bbf7o
1a2ffbf708845cff8c313698294d96db
1bo3a14c8d25f430e1514422€09dcd82
1b2b1cgezgdz8sabboy377ecabrerceq
1bb8b3b2bg770185ffd95468555e9781
1dg2b74d3c3cagoazb54c6432bb76f6e
1dcsde23gdocsfoaadyf7feezooorear
1dc78ac6fcggcdigbfofdadbecogsis
1egbs19e3fabcf8475dd8az2e7adibis
1eb2g2b7dofzc6dba8q762ea17027979
1fceeaifce6930dgzqbcydbczfca8tfe
2043a5beqq9g16bodc81a6abfg8936e8e
20b8546bcyodeqeogfdbicfof6c76f2g
21422937€0107e063ea3eqd620346a8a
22345defbbczcfoo88ob123f240d9a56
224bd868686f649215¢cb3937aec79279

229f53e671281cb58417agbzod12agoc
22feqg7dafgbfqo3z6d7edscger820qa2
2392f520e68319bcb8360251ac787d79
2519dc87261ed950996¢9108e0582d96
25ef3gb827baaf72301ba161646f8b61
2649ddqa858d63dog569e33b10796C30
266686593bgbz76300€8eb73g94ad2495
267¢815dga560a8fgcc87d1283e9f375
2692cce20d8d3bgbeg2171abbdsggasd
2711439ece5d6cq6727a073fc87c193¢
27304b246c7dsbge1q9124dsfgzcsbon
273438b3fgc73a242c6¢7f848682c17e
27aqcf3abate8b28eaf7o11bc8dfodbs
281g47a525a012df54c664a81ebgoaaos
282¢6754405a220a9fqob5309786eabg
29035ff5d3f7deg63e9bzq1b89cagred
296827698035933476bbgb64cdfbf8eb
2994377903€3€993f70732b38471147¢
29b730896¢b17761da86d80760b86bo7
29deq76doof2eds06b64704f801813a3
2bogbg69cfeddb758c8g3eb2a84be3z6
2be27964868fz3ad85fe6fazfozfac8es
2c205260c0eqcdadqoosdy7fdf7cczoz
2cefc802qdasc59bgsf78bebfagedyct
2cf147e1b789101fbe8840dq8fgbbfg2
2e19640889ccieezaycd78cacy8abqig
2e6efd58dob6gc20962ff3219ffooqdy
2edse2decf83a5959ces5dsfzgddged6t
2f2fad1372bggabgd7f701859f5fo80f
2f39428420bbq7f979223a681449adaz
2f556529e39cb3dedbigcoba8eoqgdra
30f79bbfaiqe2abaagabqdoszaigd8do
3103671desasczaff128dgqco4q83fseb
315f9ad98824f548bdaz29dbsaffdzce
321196686ee96151ce89bcg6ffszbd27
322d28b30cg1e3f54548b9q585a673¢Ca
322d892fan2032ad6fgbes5823780b357
32523¢6ff6ab2844289d31a96e656ddg
326919c8625673860cfg39ead18067€e1
32ebg2540bcgq8176621d3e6dc88bbf7
336bc2agq6923d2d192f13853aaafocsc
34187a3qdoazc5d63016¢26396371b54
30b64405090135848db8b817a617efcd
3544d810cb8fsees6ebceeoe246391b6
37€C016a897864e863297cq1a1500769
39790e68e69f1828dce1749bfbaz578d
3a2do2fo7fda601436670f3achb2egdea
3ac73275786243fo6e81a0q5ecabbqgb
3b200c8173292¢94441cb062d38012f6
36230726d5811b8d58b3090129cdeogq
3do6d6bbgacayggezqafbbiqraisdgbf
3dd2100179abdgs574e1cfcb13025b53
40560d5633539bg26ce32373cadbbgas
qo7c22fgez8f20bb660788046e5136¢C
qoaefq887eb89cg660bzdiz51boziasf
goc20c0aooas884fagfob8eacyo2bsdg
41089d26d6ffg54528d758b392aa8ea3
a10946e256fbfibbi2coofab789eq60b
a14d7be8oggezeede2213dc8fdo26bbs
a1582e148ecdfae8f3aanazeagg8884c
4179b59669841d9344€a273204eddq2b
g22doaiab643ddzdze88cbcgacbsqaz8
426a8fdd698715b727a7b6cbf36375b9

q2badcid2foza8bieq8757q0d3dq9336
q35eeo0c88707591fedobsforiagbgiics
43728968326d661eabzo1cb7babbf8ea
44301219ab32516963122e800fdd1d6f
455870f8ed6dosgediocy7do10120815
a55dcsfe61c26bbbod829d3foasdsiab
456999¢316526ccoafabfdfacb2a8614
as5fo2a758b9g1c820c10d50ccangiooob
46d75853419e6f84c795e608das19ceq
47310771420956413482565445f0957
q78e08co5abgs5e1abod77cibbibcg7bi
a9b232dofdczdacsf6770230c3e7130a
a9bf61c5ec02849579das73fofebd8ds
q9eq77aeb61d85qe0e3aczgeab728c23
ga12gbbaz8aifcgcfzdara142bsadsch
4c60509fo9eb4b3fz57036desedesege
qc91qcef8eragazabczg8ocsffaazssd
adooosicg22562c01f26cado7o87eoc
4d5073126864dfecos60deqdi71506d8
qdfefse7978ef1zeq201azdobiaco7e8
afaosdsfcyc6f23zs5eee2593b39fd7f3d
afds6eq61aef6b2093ef8asazdinabz6
afez7aqo73687a0a522eb8770e756bsc
50677264a120f2a1e69bgo620b8c6bco
506d8dazgeefodbgrcfg7esacca77fcs
s50bbb6aos6fqd8az36qc2becb679coea
512a1794dbof611a8906d3bzao7eo8ee
514d2a5bgbbfs611fbodgs64ad8e6fff
51bbe7qq37f307eefazagq85c8e1763c8
51fb7abbd28955955701deffbd2f3963
5270e39d11dgfad1degbbsaez19330bc
527def710cecc31af233a0a3366109ff
528826cd628gbe8oadasgafbg89ebebz
538bbscag1f6d6bg2b763661261b1a19
5qfcgsifaesbzd69zocf1976dgr7970f
550c89boeac5a81612678b167e8ed741
5553cafaisa2227180cfa2839e591f50
56283558doaz275ada8eef12a53e0447a
56469fq714abgagqba829ecab3sazizf
57c0c931d805809bfegqs3937f16abge
5841890693f26€144572559442C4d526
58fdfffcqogdogef25e7c58a276bqq7s
594af71e693ea667fcgsdbggoezez8d2
59a432a683398ffd7506dddb2c35092a
5a572bg82890549dddida8qdbafz8os7
5ab6b2gbe710758edcobcydzzerfbebe
saf2ffof1833c1a6219904658ec18d1a
5b510339€893164C5a94¢q0dq86¢78ba
5b726399a3736ecccrf5339a67dcaabb
5bbcczed7czf8abfqc6cf82d3554d1db
5¢5561185a8751711156934585f002e8
5eqdaoood8fcg8482b2c5830d7159¢ef1
5e84ced3co31dq8ad879fzafa89d3812
5e926ee9f721751b5c626d31be334594
sebgofdf6dgbeogzfibeecaaa7zgo28dy
5f7632a9118dc20bcfe6abbabcfcqbes
sfdb1138faf59d85fcf77152e7786dda
60562dosdfgagze7796dg58a89e5c579
60ac8easfbbfgfaocs2f72f57f67dsbe
610150d813582¢4946a6cdb6fcdoefo8
6105e9697cfaoboazaz3z91azgca8ig2
61f2acsqcacozaeabyicagzcdayeebfa
622d21¢cq0a25f9834a03bfdsffa710C1
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628c2b3763733034805Cce9b1009abeec
63893fad3f6bic69925e333¢293b542b
6329898ebz1e210418b730f8cc8da8e7
643e7195ffsea8ze6d123759a35d693b
664c916a686e7403fcoff66fbs5d70bs
66c239fbs3e79a533af2c1d2de63660d
66fg3d6dsaaebadasqqdfdsqozab65a7
685987160bce368codo269e9d6b85618
68cd777co1ebdsos994ccageqfae26¢c2
68d172fga851433ae29ba11143aqb606
68docf76292cc1dbes23191235d08790
69d20bcsgeb1557e372c6qd263a4€994
6a3583d763bcq1dg363cfgacf85206f8
6afq703e842a0eq51c8634e363c09f39
6bzfd11f65d88dd168126de17dgb77f6
6bgoffcyd8d28cq7af6g1a7sao8cccaa
6bgoabcffobg876bdaaz7os2d16dbobyg
6ccoobzbe6160257cdfdgb228d758337
6cde824a970c08629d82baz6767cfqba
6d1bf694b2839b74db2bgd60q0fb6bzc
6d6bcaezbbfa6sqoge1bci183edgifa2a
6eqdfagz2f836daledbz764335bd2cea
6e8698452cqcc3dfoos3ffs783bgebay
6ebasferrcfdazbeag69ogsecaccize
6f22dgcfcecqb7974d1ab635ceeabfzes
6fa813c93cabbs521€9896505127abzs
708e277cfd221a1adabsaai8eb6bibdy
7184f48dq3c5832407312e185bd74a8b
718b8b69c7ederfzge83cc502bo27c2b
72eds52edf85641dod507690509913373
73d649bde2az3c8b66do657b1759ac02¢C
7455b58281€695¢63539652f4a56595d
746826c28b26fag8254374c06919f100
74b2b38684f1138a152219e3974a7d3d
7afbgfeo125828611a24daobgs2¢8904
75669ecco61fdazofdgaaazbsby8c612
758db76dbagfb81693cbcba8eggiazca
7786dq0a0a747b935f30a9a2d362ff74
7862742cdaoscq19bs9dbcf7fidg2338
79baocsbofbo86¢cf3eccazz18785ffag
79Caq9528861beagoqdczz26260d8a72
7a7aas50e713beg316c9f48424b6bgeec
7a98acc8ae620c18eddsdigcdo7111a8
7bzebasbsbgbgeq624d1f8b1173f8cg2
7b7a8436acdf7d27771552729a8df316
7c2cc2519¢5782da2dgcf8bo8edbeoq
7cdozgbbfgc6caz7ddbzf806d6234923
7¢df1e926¢6211513710¢56539201f85
7deg508addgzfodi752c148b69dsfofd
7ef7zeoqi9ocac76c771830f2121f158
7efesbbdsg6facgss46doe208355ad3c
7f8494846edozf1de302e31166338562
7fef8eg1e666195fder16fcc6odagza78
8ogerasdas28dac68bs37dqi474bogge
8obbo736ae33bsaegooedaefadeofacd
8156350e1fedbazfo7dog67d338094d87
81bf655ac72bzcdbf61cb7dscq8co7ge
825eb8oe2agcaagzd872bgieafzesiza
8331155b9dcb17bc8d5c06888b2edice
83930198c991fb67f2e1€998a79ac36
837acs91ae28foaeqebca87ege8sq67e
849a95coa1gb8foe6cifdb8adeaonscsn
856459ed52e49760727468aa7263b8a1
85898cq9a3fgce6bzdfqgb6o7a85f2085
860C1508065bag52eaq7cag3ae682co09
862fa7q30f8abdz2caf227eazq90qars
86fed2ecb1bs581f8esf722b6df22096e

87084ffccs36e5476afcangz2fzcgea8
877b527bcb75997d6b18900f7eedqodi
87badgsbecdeeoaabagbd7566de8380a
885646ceb21dqe68cf31764652ddaeeb
8898fo13bbcetdodfq9q6afe81609226
8go79afoecizdeszioadgessceoeobgs
8gbba7273bq089517bgfaeo6574f5550
8a517q556abfe2806ce23dsb27dqer7s
8aagqd877cef6ecd8afcibbgobeqes6g
8aez764bb6ge76agqaz25cqosqoaicifif
8bogsadgc76974a30cde373fodsb833f
8bd8153128bb14750e2b1f2e8d5€1282
80154999¢5485797159afeeoc2eezbfd
8c3dbq75e02f7a854854606deeb88fo7
8d2cab114502d6718bo2d51d897b71db
8ezcaedzeq182797fbs61db237367446
8esafcggdoaoccza7g1dfdo6695b8739
8esfocydab2oezqfe3bgz793522378a3
8egeg651b687bgog2c2e7dzbbaadf6qz
8f1dcseaffoez65b8921059f8843befg
8f2245dac184dgo654710526e2eda27c
8f6dc871498e65694a2b88841c257afb
8fgdfbibeacg56691desgc233dcsadgb
8fbzb6162fd8a7aadbsgecgo8df81262
go1fg621edaazgabebgeraciigbeffaz
goai18bacz2abgd66722e6f8ea18dofqgsf
90d288biobazoggecfaz6idsedaeards
goe8cfs8aabiiadgdgaodg820c24e136
9141d75bdafefoo71b329d62a2d1bbfg
92786138dg79eaofogdbfafarz78es57
932fa8dsdzcsbaerbbbe26b3ofdgc855
93dcdce62bdgrgccfg78bg2afesz52e6
9aa1boede6c6cdf6c824bedgozgsdofg
94601116b78ab1gefb78co814fe14255
9q6abdbodfg6agobgqodsasacifczbge
958291039bases0ac738504a4c1f3956
9533az1ezabsg7acdis52b689ec79468
96gadc8794dcfgbb208eag23dddazibi
g7122bddeo7eaaeeb2606f14c656412a
98abs0267b2bcb22041644ef897d82ab
991dog57b8egebo10918d8972a5a0984
0936378a6241e88e47daf1fgaecqo73f
994afsddgazo1287baebszdgsgififode
997177aa301dsdoabo6fzbaobdz8fcd8
998fog6coqcbeddb8czq3fcdb6azo2d5
99a506957abez83987d5023d19c23f1d
99f7asbg27bgz21ffbz65efogzqocaaf
gabdd71c8e6500528df56680d91063fg
gbo2ddzata15e94922bezf85129083ac
gbzze1bzqodfzsezebaybdf2eebbdg8o
gc3afgicazzdyecaoezdo8eq31bibbag
9cdof16432e5e6dcf89f70394abde277
gcdeedfd20q5e5dddcz3fs56ee26964e
gdoc12f719758d7f68cbbd2b65c75b66
gd2addg22a5136cboaa8effébddczicc
gdzfdbiez7ocoee6315bg625ecf2acss
gd61e3qeebg8efgodofodesbrfbdqody
9dgqeq7b8dagasg98a0db8degod2aabagh
gddsig1aags962c61d2ag8e8cfggiban
9e58805050b374C19ad3dbaigde66aeg
9e79d3f77b468232159a79e91578bg70
geafiabsefqeec6e9783ag5easisfdff
gebq27d27938966753¢38928831C3bbd
geeed1dc8974e4352f2627362027a8e6
ofds21beqcqoardz61399ab732f33074
203¢6551d67acq9092d972e864fob788
20492d5798944264ca83968927b1b18f
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aoyocedoe86ffdf7cb81dgegfésdgast
a0¢551398a51376bg25dfcidgoeareds
aofgigbeeeze8f6bf2afaisodctbees2
a12fidaccg62cb77fcfbz02qbs67a6e2
a13f2ad6129ea1846aob87dggo29461a
a1fizb6bg7bo6356019d0205bboseg22
azalce865a4434d85402691a4086a815
azag3co6043bzasd8bogeaf67075056b
aq8bb767f15512deafso1aazf671acco
aq9374eb6bs586d892bz0cfq07951420€
a6bgz2fo2cbb7995cac3fsbigi21e78cgs
a6a1a8ofs312c9e68afdee6o7ocs133a
a6csbeczdz8a385824g5ecf7a4dd63567
a6ddsszcocyafozes7defs6ogqe2bcsq8
arbazce8bccsccogddaddesscbebasze
a7bg6bbo84g7b26ddezeqfis51228efey
a81450136dd7eeco21ebi5298ag7daos
a881811d22ef75196bagqoq798a494071
a99a1788723e58f6568e278ce388e294
a9a316053c11d830dd8fzeedbz614e6b
aaon62e951daffsoeq250a4f3eb789ago
aagfooq81a38q6aazagcys2dof7f637d
23aa7316c3860a2ce2013c24fgagogdc
aadaz8aqg1183cqdbafsfdiz12202016
abooai70c2631fd768f5c259a7948520
absd618c2fag81ff3380b10169724695
abcd7bae6cez20dcs2b798ebifoearzb
acc61ado27de93338143bafg259ccco8
adsq7716ccaf640888abb6edqaga8ieb
aes578937e0dccb25cz1276d6a7sdectd
afq2d70747ea96das56101267587b1bsc
afbebodgffg85100900d2892afe133cb
afef6afbecifo5f86c7f35273e99b12e
boo2217df8eqqc12a24cf68aas7431c3
b1f7e8159da72fc850ccobaacqgsibec
b2f28c3ab71f5350C96€c987f67b18ae
b2fsqedgbddfza8fisbd6sc3f7437b19
b32863d673fb83747addq7ffqo5a677a
b3f7ae60bc1co8659990e412aa4€3398
bagg8fgsaoayebz63bi7d71g9b7ficice
bab6654e3a3a9c8efdeoao781c72bose
baccg631edccbefafogaidgge8aszecs
bsodcfdi71fsffibbocs609720f68¢78
b518350027422f2ab699cog719ec160a
b6f58661cfc5073053634cf037460846
b767a65ao1af28aofaocq67co14474a6
b7bgcfbo1zabgas7f8efqzgdabzbcrac
b83a2e832a288bcazdzaz546141e74b3
b8sa7e7bgba6bc21bccdb53464c3cc950
b8cs0c8065537ebo152e1241f9f8cgd7
b8egefffbrociac2g8o07fcq2f7bgdeo
b8edof25e264a7ecqad2e32940efbgaq
bgico7efgd7b77b6aecgb6dedez1cigfr
bgqdzssab7z0g46a69bfdf7qefbz2e258
bogedac76073g4ee793a71bs1569€209a
baza7861f7d269a73f6ees09b6466290
bb64fcagbfzgco673127¢58d7218b2b3
bb8faba929c0303954b3d92258ccgef7
bczb71050ee6e41b3qe8faceqdazyccs
bcs76a1g42e65cd3c186obabaf6doocfs
bdogddefafc6574bcg319ebb7af2633b
bdbfia8dds67e75ecf7aboddczsedsaa
begq170abgbzazsbecceabdg2s15b1007
be67d91b6bgd7ebz8acfaeo7d868e9b8
be81ed2d6605773b1eg93e04e6ace50f8
bfbfofisdcs9c25234€45517fod5d88b
bffcedodga7ee8dq8ba73ag7ec667f58
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co35eqaear71gabsqb8a26ffg256f5e64
co85fgg9g9oadgaesi8coiafedaoyeqbe
coazcda29866d7bbof21f762as5fe6oer
16326foao36d2bcq7asqadodcafazfgb
18064cdaafqec22c721d6a71c2c9955
cicesaz32foobd8agsf271958dbetes6
36a58966754afgsaf2cbfo8fez17697
3e78c8be16e9ad6374026d8bcg7earb
cqoedofgssec6bocb1823fg79643e371
cqqd6fq62338b26098abgal2g20053aq
cq6cba8dbg7egs5qdb86f56csbacf6987
cqdafizgie8f2boesse6bybr2423e851
csode2fo1665241ddsaaa8o5903a3021
csofzbob23dfe5c66561bbg297bf7bbc
c56e8525756a89baydr245646840edqy
csd2abdfdaog76aoerzofbebf8fadébe
c691d2c20offisazbbgzbesfezibiaz2y
c6aeaosa2bbd71f589b651b7ecce8dzg
c6d112937e091a9addb6azgoqcaqcaez
c6f76b06716C5q0b88fbaaoaeboeezzg
c707800f439a14585fab1ab81283dcob
c7baa88bg2609c661bcHaeaenfzngaed
c7cczfbbboaf21degabi7407135b0f6e
c7fas301e5289091661a71881c9d743a
c8bbofgbs69ea79827439e28e7b02839
c93b8f6950a4f39bge2aos0bd6gf126f
cgbo15706d74450822bbb6cc8caaz8g2
cac9o8841ds549fqcdqqz73fz85eadfe
ccbbz678a54897f1207f609c61901€a9
cdaa76c8agoafai693260as53127edoef
ceoeaabe28ac18434caq02addozsbsa
ce1bgbbfzos5cdes96827906b31d7016b
ce5650dgcsboc2af27a93859adcaze86
cefiz60aoba6fg17dez75780afb8b8cf
cef33aczqdzzd80312720845¢4751C7e
cfoa8oqdicd2gcfecdczg781do2a81aq
cfecocf7s9f237912f5062292b014fba8
dozbo7bg67e18209aa6cdez694f3bcdi
doezes7efob2gcgzaifeqezs8f8c16dy
dof2ba1a6434856e9abasdeaqo7a1631

d18f15c85fgds1ccdebib617aedoqo63
d278a73b8bgb758320016831do2aeqay
dssbsgbgac8cfebaz1608egarredeqbs
dsf37130f52beq550f931199d8527e74
d778eafcd7122695dcdaz6obefidoode
d7bee13d352853e242931c220dcgbeof
d89g14963afacogezdazbezbaba8e2eg2
dgsdab779bfbeqbqcqbed7ioacedicco
do8o50fq2807e24054ddas3349fb3899
danbifddi1548b3bf52946454494ddo
daaze13a85daz2140320866b289cdgegd
daacdaz7ane85e6286195foq1c8baca
dbo1aba1610bgi1f633df16b276b73737
dbcero7bdo68d30917700765345a05fb
ddsc69659fazb8b3eqeadq8d69572e3d
ddgd2sfd76doaoci7gaeqedgos7docof
ddazscg75qd351fae6239ceca1n7igd6
deez3001d552ab6d9830a430b854eb61
df21972192fbffse73dd17449c8b7caa
dfscernsgef2e257dfg2e1825d786d87
dfe8bseosebgde766d91342adco65841
eo7272c140bgdqaz6ff2418eqqd20579
eoabscg8243793a3gaagqdccfif6adsy
e11502659f6bscsbdof78f53qbc38fea
e1277dd2670daeb7814275d958872a25
e1626fdqooge27fd288c6d7dzdc687ed
e166d7edgag7904d81deaf2cqadzsbed
e1ecf792fsf3z5e12a€fffC1d8dsf396
e2eeb2659f00374e18qec2871f31836e
e38ecg7afb71c2085eafc81eedd1g751
e39707dfb867bo8f768538c28fec2ads
eqf76dg2e66agdigfezgg7fgzibobeod
e50b384dabaocobgz176062ddb6958ds
esgb21ceodb3z0dc8a7925a8835d3810
esabgz243csfdy8aogfdfizdaofzbachbs
esbaz7ada6fddaoizcq8bzf781c67d6a
es5e37b12338695c09bd852a983720bod
e649f788afaoiae23779c53074CCacab
e7230fafeqqg2ceq61ebzoaseco87f7f
e84d7d638e09ega7c8c8ef293d7dbdeb
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e88e3e02e52dcdsd8o5af38274d37958
eg1251fdie2508ba111f39676bgdi1fod
egcz179edagceq7ffsb6301f7aaatlg2
ebf21603e6d87116dcq2a8cqcr214ddy
ebf6fq683d8392addzefz2deredf2gca
ec14598a2b7217dg14ddoroadyz5ch18
ec1qccaffq773091d37e09edqoegcsso
ec1gceaofbazocc26013677d21351556
ecggbssec8201236bgbf6ab7ffaeg8e8
edocgzefse8erdzbfzdaboioz2dydag
edq63b53594ffaf3375Cafb6bfodzo073
efofag7ado7deodadgdordf6d6esi6oz
efdab1f6326bs57be8q087ff71fde8eece
f16a7b7b8f356cq3798ddc37afof77d6
f1f48a305a32128554862e7e56781099
f222faobqeaoocc8369cq13c277c¢8C16
f327ecad8304091fezebdogbeare7692
fz37f875bo34cbds5d335€3ebgaeagds2
fa1a1afcqcfbosfzscdgadag8dgoca7b
faesa8qsa173qd8oc6fro66fad6g6doa
f53797eerfsfdizafeed3g943esccyo3
fs6a6de3z8badbcge8oadcgadggfa7cby
fsbazsefoe1c8598e6f7e1a1c783b7eb
f71c18fao89f13f41059344dff6568ca
f81g070c59caaogs5d3sagabo2bddzas2
f8q066bd7cbiaaocezdces92235f12e29
fofazscfog83dberodaisozeab8s0d3s
fabez8571a8ebdqdebi11152dsegdoada
fbdg7b2699ee67808eq65dag3fgcs7oo
fbe62fg1b7612059c78cf0682a679ffb
fc3090322739504ff6b0a14468a9657f
fcz36cq9obdsen63c6808e5c822b22b6¢
fcagadbissff7s50aad6bfeb8dbdcegd
fd2e78aef78e02adcf6038535be75dbe
fd83e2265af3680717a6a86aebz81c1g
fdcbafcfbazg9zbic7f6955dq2cb8do27
fe1692fgabacaqor2cefsogfceearyny
fed76cq780gbaf745399a9f1de822e83

7.5  Observed File SHA1 hashes

We also found several relevant and unique SHA1 hashes on compromised systems, where we do not have the MDs hash for as these hashes where
foundin log files on the C2 servers or compromised systems and we do not have access to the original file.

059107eb8a7afs6cbcgebsfqz83adgigoaoigbfe
78dfdgece81d71a9c1dqa9909119e12dagec280ao
8bgqgeaaafbeqbeof850d55841a7ada820900632¢
eegfb2bgas6feazasi1819a5fza7bg28ce2082a05
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7.6 External publicsourcesforloC's

Based on OSINT we can find several additional sources of external investigations done on the same infrastructure, which we can link together based on
loC's and/or TTP’s used by this infrastructure. loC's from these external sources have not been included in this document, though they might overlap.

- https://www.abuse.io/lockergoga.txt

- https://www.fireeye.com/blog/threat-research/2019/04/pick-six-intercepting-a-fin6-intrusion.html

- https://news.sophos.com/en-us/2019/05/03/megacortex-ransomware-wants-to-be-the-one/

- https://news.sophos.com/en-us/2019/05/10/megacortex-deconstructed-mysteries-mount-as-analysis-continues/
- https://github.com/sophoslabs/loCs/blob/master/Ransomware-MegaCortex

- https://cert.ssi.gouv.fr/actualite/CERTFR-2019-ACT-005/
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